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A field guide to examining discrete technology solutions
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Agenda

Talk is about a process not findings

Reaalllly vague but | think I'm going somewhere
with this

Taking what you know about organised technology
to infer hidden components

Also | like taking pictures of busted technology
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Discrete Solutions

Yeah. So | made this term up

Focused-purpose solutions that are generally
isolated from other solutions (but not always)

Variously connected but many are IP networked or
network accessible eventually
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Examples | like

CCTV systems
A/D Telephony & VOIP
WViFi

Proximity card access
systems, lifts, etc.

advertising systems &
notice boards

Traffic and transport

Hotel entertainment
systems

In flight entertainment
systems and data
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SO many cameras...

ATTENTION, CITIZENS

6o Just
About — Pretend
Youwr We re Not

Business! A qd, A i Watching!
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SO Many cameras...




Disclosure by observation

(3

SNP Security

Firetide Mesh Routers




Disclosure by Case Study

secunty electronics ————
lcmd NETWOIKS

HOME NEWS PRODUCT REVIEWS CASE STUDIES

Similar

SNP Installs Axis, Genetec, Firetide at Footscray solution in
City of
Maribyrnong’s
Footscray
CCTV

solution



Disclosure by Case Study

Better angled pics
than mine

Visual ID of

solution
components.

Note the
explanation for
their technology’s
ugly urban blight




Disclosure by Case Study

This really

seems like
a bad idea



Disclosure by Case Study

AT TTTITrIrey

Really, really
unnecessary
detail




Disclosure by creepy vendor YouTube vid

https://www.youtube.com/watch?v=584f|I Tv-Ow

Vendor
solution
enthusiasm
gone
wrong.
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https://www.youtube.com/watch?v=584fJlTv-Qw

Show how well the zoom works, creeps

This video has
several examples
of zooming the
system in on the
public.

Who thought this
was a good idea

to put on
YouTube!?

How isn’t this a

violation of the
Firetide to Help Prevent Crime in Central Footscray public’s privacy?

fretideirc

© ==

~

0 A " T
L% YIEWS
- .- he a '
Pubiated on Oct 33, 2013
FOONSCray in Metboume's inner West is using the FHretide's wirciess mesh as 2 by chomert I ther Pubiic Safety Security Survediance Syssem




It is impressive (but creepy)




__DALLAS DELTA CORP. P/L-TELECOM AUTH. N* C88-32-221 |




Transport stuff... myki

Getting ready
for myki

tiveObjectc. Aboret
cationController. OnSc
. Common. E:readlng.ﬁctlveObJQCC-_OnSt
izng-NatlveHanualResecx

.Core.Appl3

YILINOXL . Thraea

nmmﬁaL‘Dureadlng.ActlveObjecc.Run()




Transport stuff in Melb




Those PIE terminal things in airports

"




Mlq‘l' werver | wip
Tarting Sqguid wrer !
Y el wmiy L e
L om0 e Mo ey
b

b e Ak wpdt Ackag B ok fip .l by
rm“ B ek Cile o Ahows Ly

by et . -
R adad g

Inl crealing wpbalic Hish Al tbmpMin’® Boad only File sy ten
e e Cp temd slal

o thanpddil dnd": Mo b File or direx
ena ol el M M Aapimipnt
: whoore el e 20
bt
—5“"--
- remant e

W“ Do rumtpmt ctabes . Wy eh 1
v SO 3 ol oely reet can A ' !
PR !“I'_m_ v crw’ T wanids B iy rwee serer

TPy ————
M ek sy (e e r-
— by e e A T

Aheore deals Ve 50 Cleposetipnt lugiprublown by B umh (ile
sl e A bt by v Ay vl el berd kg B e h F i A" - ®
et Nier W apratpt fug e Aty e A drbng B wh (e o i “”.“*".mmm-
. e '4w~¥'~ﬁﬂ. - hem m ) . e o . v
R I R C ek ity Tl e
TR At e e AT TR Beed by fl wpiten
:.‘0— LTI N et sy e e
A resm A T R ek iy Tile wpies
it e il T T S ST Sy T——
A Bl Bl R Gap et et ey e gt il B h b A Sy
e i e s R LTS T ——
AR Rl Ve W e gt by grhieme by B ek (b @i Sery
i I e e L™ B wmh Fibe o v by
e e T el R T -
e bmal e 1A ey et by g b e B L T TEST S
W bk i BT g et | by g b by e oM o S0 by !
R bt Ve I g g b by e b M B T e S by
WAL et e B et P prahibome bag B o h i ar S by |
WAL Neal e WS et b prhiome by B s fie - dives bawny
Wl e gt gl Bead vy - R
el e e L Rl [ S SN,
i e e R T
L N Y

hoen Lawy
s s it YT Ahove lawy
P Bt Vb A g b by g A AR s T e B ey
e il e R S I T #mvs bawy
el e LSRR SR N T ST
el R X T

- Neat... Asterisk? Squid?

®
T el sty i e
i L L T o (T e

XI I [ ]
et ML I
L I S PR L LR S Onh-lml-.l.-ttﬂ
Rl I T S—

Crvwr  Comd wd v v hl—c-&mﬁc---‘ -
e LU IEL L A T N N -t b

by ot v L N Groen
i e e g S Sty grision & st B v e
L I S - p———

N e et -y

- e

Everything screaming

e wigmet vame vy’ W omh e - s ey
SR e e e daplay T W
el ks R

e L e T Aieve bomey

because of read-only

et Bl AL dheve gy
b i T S Sy . dhomn by

oo matl e re A it LI ST A ——— e B k3
A M LA Bars A Vgl b by v Ay ¢ e d it A
W R i e s e S Yo it by
WL el e

- diven bany I IIeSySteI I l
: e e B Fibe o dives by
- - A W Ay B ey 1 -
- el L L — i B A T ‘nn:. ST

T et e N b ey v Ay el A e LU S N - O ey
“-h o et lum B e 2 L L L T S —— -
- et baw Y e L
whim et See Ty lo Wt
et g et cem A (et
Foitnd an sommss t be ¥ mewme
-~ - b A e Sg ey
L - e e

B o i - O v~y
b b N e e rrvs ey
v by et Ay B e (i - Sy

MR e I reatees b
i I e T N W, e e Y e e B A e O vy
W Bt gt A b 1 b i LI L ST N S - Ghevs vy

e )y



This one recently disappeared
TRS-80 Model 100 used by City of Hobart to show tidal activity

THE MICRO EXECUTIVE WORKSTATION

Who is the Model 100 for?
e 3N AL :




visualising these things
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Take the known to
infer the unknown

Inductive reasoning?

Use what | think of as “hacker’s intuition™ plus
every bit of information you can grab

Take parts you can observe + your experience to
prove your threat premise
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How | look at these

more accessible less accessible

service private

services




audience

camera

cabling /
nets

stored
video™

service
data

video
streams

NVR /
DVR

private
services

Network




802.11

audience

public /
private

network

L2/L3
Networks

service
data

L2/L3
tunnels
CAPWAP

mgmt
services

private
services

Network




VOIP

audience

physical
access

Phones /
Video

Conferencing

L2 /L3
Networks

“plumbing”
DHCP /
TFTP etc

service
data

SIP/ H.323 /
RTSP / etc.

SIP/
Proxy

private
services

Gateway

Gatekeeper
/| PSTN




Opportunistic attack

Applying this thinking to accessible technology in
the course of looking at your life / job / whatever
critically
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obvious process

Visual observation to collect identifiable details
=> “research”

Passive connection to target to MA
=> “research”

Active connection to target to MA
=>"research”
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toys

Opportunity | Accessible device

Motive Not enough coffee

Toys like Dualcomm Ethernet

“tap” (it's not exactly a tap);
UBNT USB wifi; HackRF




Demo: passive recon on a VolP
solution using a mirror tap

“Passive” port mirror tap using a Dualcomm

Pass through 802.3af Power over Ethernet
from port | to port 2

“Mirror” port |/2 to port 5 for sniffing

Wireshark on an interface configured to not
request a DHCP address
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CDP/LLDP

@ ‘ .' ' . .

Tare Sourcn & Destranon Protocod o

100 22.6378.. Ciscolnc_ef:8¢c:. LLDOP Multicast LLDP TTL = 120 System Name :

Type: 802.1 Link Layer Discovery Protocol (LLDP) (0xBBcc)
Link Layer Discovery Protocol
» Chassis Subtype = MAC address, Id: c4:7d:4f:ef:8¢c:77
» Port Subtype MAC address, Id: c4:7d:4f:ef:8c:7b
Time To Live = 120 sec
Port Description = Ethernet Port on unit 1, port 4
» System Name =
System Description = 24~-port 10/100/1080 + 2-port mini~GBIC Gigabit PoE Switch
« Capabilities
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CDP/LLDP

Management Address R
0001 000. .... . = TLV Type: Management Address (8)

0 0000 1100 = TLV Length: 12
Address String Length: 5
Address Subtype: IPv4 (1)

Management Address: 10. . .5
Interface Subtype: iflIndex (2)
Interface Number: 1001

OID String Length: ©

management IP address
likely in same L3 network available at port

AR



DHCP optio

Vo SOuree % Deatrats

137 88.4919. 18. . .90 255.255.255.2.
138 88.4923. 10. . .1 255.255.255.2.
141 88.5039. 10. . .90 255.255.255.2.
142 88,5043, 18, ., .1 255.255.255.2.

Length: 4

IP Address Lease Time: (7208s) 2 hours
Option: (1) Subnet Mask

Length: 4

Subnet Mask: 255.255.255.0
Option: (66) TFTP Server Name

Length: 12

TFTP Server Name: 10. . .10
Option: (6) Domain Name Server

TFTP server specified by DHCP

AN

DHCP Request
DHCP ACK
DHCP Request
DHCP ACK

- common for phone, camera provisioning

- May also be SIP server
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TFTP provisioning

@

Ty : = ¢ Desteaton Protoo

180 112.575. 19, . .90 - 10,80, .10 TFTP Read Request, File: CTLSEPSQ23331BES7F.tly, Tran

185 112.767. 18, . .90 - 108K, .10 TFTP Read Request, File: ITLSEPOO23331BE97F.tlv, Tran

189 112.976. 10, . .90 - 10.50. .10 TFTP Read Request, File: ITLFile.tlv, Transfer type:

193 113.356.. 19, . . 9@ w10 s .10 TFTP Read Request, File: SEPEQ23331BE97F.cnf.xml, Tra
Frame 193: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

encapsulation type: Ethernet (1)

Arrival Time: Apr 10, 2016 22:39:01.453424000 AEST

(Tine shift for this packet: 0.000000090 seconds)

Epoch Time: 1460291941.4534240800 seconds

(Time delta from previous captured frame: 9.057391089 seconds)
[Time cdelta from previous displayed frame: 0.379840000 seconds)
(Time since reference or first frame: 113.356737000 seconds!
Frane Number: 193

Frame Lenqth: 74 bytes (592 bits)

TFTP server “Read Request”
-wireshark display tftp.opcode == |
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Passive TFTP collection

D soamn g 22

I

194 113.400. 198. . . sy Data Packet, Block: 1
195 113.400. 19, . i { Acknowledgement, Block: 1
196 113.445. k-3 . = Data Packet, Block: 2
197 113.446. . oI J Acknowledgement, Block: 2

Phone configuration via TFTP confirms SIP server IP
AR



Passive TFTP collection
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SIP server registration details
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mitigations

Monitor network-connected device presence - if
things reboot, disappear/reappear find the root cause

For devices<==>services mutual auth with strong
transport encryption but know its limitations -

802.1x/NAC, Locally Significant Certificates / TLS for
SRTP/ZRTP, etc.

Where possible apply “port security” or MAC- filter
controls to only permit known L2 devices.These are
defeat-able but help
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Thanks BSides

web:
www.assurance.com.au
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twitters:
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