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Agenda

Talk is about a process not findings

Reaalllly vague but I think I’m going somewhere 
with this

Taking what you know about organised technology 
to infer hidden components

Also I like taking pictures of busted technology
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Discrete Solutions

Yeah.  So I made this term up

Focused-purpose solutions that are generally 
isolated from other solutions (but not always)

Variously connected but many are IP networked or 
network accessible eventually
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Examples I like

CCTV systems

A/D Telephony & VOIP 

WiFi 

Proximity card access 
systems, lifts, etc.

advertising systems & 
notice boards

Traffic and transport

Hotel entertainment 
systems

In flight entertainment 
systems and data



so many cameras…



so many cameras…

Two endpoints of a point-to-point wireless 
solution for CCTV in City of Melbourne



Disclosure by observation

SNP Security

Firetide Mesh Routers



Disclosure by Case Study

Similar 
solution in 
City of 
Maribyrnong’s 
Footscray 
CCTV 
solution



Disclosure by Case Study
Better angled pics 
than mine
 
Visual ID of 
solution 
components.

Note the 
explanation for 
their technology’s 
ugly urban blight



Disclosure by Case Study

This really 
seems like 
a bad idea



Disclosure by Case Study

Really, really 
unnecessary 
detail



Disclosure by creepy vendor YouTube vid
https://www.youtube.com/watch?v=584fJlTv-Qw

Vendor 
solution 
enthusiasm 
gone 
wrong.

https://www.youtube.com/watch?v=584fJlTv-Qw


Show how well the zoom works, creeps

This video has 
several examples 
of zooming the 
system in on the 
public. 

Who thought this 
was a good idea 
to put on 
YouTube?

How isn’t this a 
violation of the 
public’s privacy?



It is impressive (but creepy)



Transport stuff…



Transport stuff… myki



Transport stuff in Melb



Those PIE terminal things in airports



x

Neat… Asterisk? Squid? 
X11?
Everything screaming 
because of read-only 
filesystem



This one recently disappeared
TRS-80 Model 100 used by City of Hobart to show tidal activity



visualising these things
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Take the known to 
infer the unknown

Inductive reasoning?

Use what I think of as “hacker’s intuition” plus 
every bit of information you can grab

Take parts you can observe + your experience to 
prove your threat premise



How I look at these
more accessible less accessible
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CCTV

audience
accessible 
services / 
devices

service
data

private 
services
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camera

cabling / 
nets

stored 
video*

video 
streams

NVR / 
DVR

Networkyou
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802.11

audience
accessible 
services / 
devices

service
data

private 
services
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WAP

network

L2/L3 
Networks

L2/L3 
tunnels 

CAPWAP

mgmt
services

Network
public / 
private
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VOIP

audience
accessible 
services / 
devices

service
data

private 
services
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Phones / 
Video 

Conferencing

L2 / L3 
Networks

“plumbing”
DHCP / 
TFTP etc

SIP / H.323 / 
RTSP / etc.

SIP/
Proxy

Gateway 
Gatekeeper 

/ PSTN

physical
access
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Opportunistic attack

Applying this thinking to accessible technology in 
the course of looking at your life / job / whatever 
critically
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obvious process

Visual observation to collect identifiable details 
     => “research”

Passive connection to target to ^^^  
    => “research”

Active connection to target to ^^^  
    => “research”



toys

Opportunity  Accessible device

Motive  Not enough coffee

Means
 Toys like Dualcomm Ethernet  
“tap” (it’s not exactly a tap); 
UBNT USB wifi; HackRF
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Demo: passive recon on a VoIP 
solution using a mirror tap

“Passive” port mirror tap using a Dualcomm

Pass through 802.3af Power over Ethernet 
from port 1 to port 2

“Mirror” port 1/2 to port 5 for sniffing

Wireshark on an interface configured to not 
request a DHCP address



CDP/LLDP



CDP/LLDP

management IP address
   likely in same L3 network available at port



DHCP options

TFTP server specified by DHCP
- common for phone, camera provisioning
- May also be SIP server



TFTP provisioning

TFTP server “Read Request” 
-wireshark display tftp.opcode == 1



Passive TFTP collection

Phone configuration via TFTP confirms SIP server IP



Passive TFTP collection

SIP server registration details
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mitigations

Monitor network-connected device presence - if 
things reboot, disappear/reappear find the root cause

For devices<==>services mutual auth with strong 
transport encryption but know its limitations - 
802.1x/NAC, Locally Significant Certificates / TLS for 
SRTP/ZRTP, etc.

Where possible apply “port security” or MAC- filter 
controls to only permit known L2 devices. These are 
defeat-able but help



Thanks BSides
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