
9:00
AM

10min

Opening Ceremony

Kylie McDevitt, Silvio Cesare

Main Track

9:10
AM

40min

KEYNOTE: Not All
Vulnerabilities Are The Same

Shubham Shah

Main Track

9:50
AM

10min

Break

10:00
AM

7h

Black Bag "THE SHADOW
VAULT" - Day 1

Redacted Information Security,

Malware Security

Event Track

10:00
AM

25min

GET into the mainframe

Annie Nie

Main Track

10:00
AM

6h

Hardware Village (Day One)

Volunteers

Event Track

10:00
AM

7h

Locksport (Day 1)

Volunteers

Event Track

10:00
AM

25min

Where's Wally: Cyber Edition

Ricki Burke

Careers Village

10:00
AM

25min

Intro to CTF

Cybears

Off-Main Track

10:00
AM

4h

Speedrun CTF Quali�ers

toasterpwn

Event Track

10:30
AM

2h

CTF Kickstart

InfoSect

Event Track

10:30
AM

25min

n00bing my way through
circuit board design

Edward Farrell

Off-Main Track

10:30
AM

25min

Time Traveling Exploitation:
Remote Code Execution in a
10,000 Day Old Game Protocol

Riley Kidd

Main Track

10:30
AM

55min

Insights of a Middling Cyber
Monk - or how I learned to stop
worrying and love the
complexity

Nic Smelt

Careers Village11:00
AM

55min

Finding Critical Bugs in Adobe
Experience Manager

Adam Kues, Dylan Pindur

Main Track

11:00
AM

55min

From Sandbox Escapes to
MCP Database Hijacks:
Unveiling Agentic
Vulnerabilities

Sean

Off-Main Track 11:30
AM

45min

Live CV Roast: The
Degustation

Ricki Burke

Careers Village

12:00
PM

25min

Black Box Exploitation:
Treadmill Edition

Blake

Main Track

12:00
PM

25min

Bitsquatting dot gov.au
domains – exploring network
data bit�ips in DNS traf�c

Matt Belvedere

Off-Main Track

12:30
PM

60min

Lunch

12:30
PM

60min

Lunch

1:30
PM

25min

Decoding Threat Actors: a Free
Tool for Mapping Aliases and
Taming the Name Game

Dave Matthews

Main Track

1:30
PM

25min

DarkEngine: Conducting
Research into a Highly
Orchestrated Phishing
Campaign

Liam Wilkinson ("nullifysecurity")

Off-Main Track

1:30
PM

30min

ASD Careers: When the Flag
Isn’t Virtual – Real Missions,
Real Impact

Australian Signals Directorate

Careers Village

2:00
PM

2h30min

Speedrun CTF Finale

toasterpwn

Event Track

2:00
PM

55min

Where Did I Put My Keys?
Preventing Data Leaks at
Scale with Automation

Joshua Padman

Main Track

2:00
PM

55min

TODO the Planet: Building a
sustainable security career and
personal life with GTD

Justin Steven

Careers Village

2:00
PM

55min

Unbreaking the iPhone:
Bootchain Reversal, SEP
Sabotage, and the iOS Kernel
Frontier

Jack_Sessions

Off-Main Track

3:00
PM

45min

The Career Debate: Red vs
Blue

Ricki Burke

Careers Village

3:00
PM

10min

Break
3:00

PM

10min

Break

3:10
PM

55min

Picking Flowers and Maybe
Chaos

Kendo

Main Track

3:10
PM

55min

Navigating Bug Bounties: From
NAs to P1s

Animesh Acharya

Off-Main Track

3:45
PM

20min

CTRL + ALT + UPGRADE:
Navigating Your Cyber Career
in the AI Era

Priya Gnanasekaran

Careers Village

4:10
PM

55min

Modern Identity Providers
Under Attack: Tactics,
Techniques, Detections and
Mitigations

Anurag Khanna

Off-Main Track

4:10
PM

55min

When will a quantum
computer be able to crack
modern encryption and what
should we do about it?

Rajiv Shah

Main Track

4:15
PM

30min

Cards Against Humans in
Cyber

Ricki Burke

Careers Village

5:30
PM

1h30min

HackerChix Networking

BSides Canberra

Event Track

9:00
AM

8h

Hardware Village (Day Two)

Volunteers

9:00
AM

8h

Black Bag "THE SHADOW
VAULT" - Day 2

Malware Security, Redacted

Information Security

9:00
AM

4h

Active Directory Security -
Attack, Defend and Investigate

Anurag Khanna

Event Track

9:00
AM

8h

Locksport (Day 2)

Volunteers9:10
AM

40min

KEYNOTE: AI Cats and Mice:
How AI is changing software
vulnerabilities

Perri Adams

Main Track

9:50
AM

10min

Break

10:00
AM

25min

Primitives for Security Audits:
Lessons from Jakarta Mail

Jia Hao Poh

Off-Main Track

10:00
AM

55min

Why Rust is Safe

Ben Williamson

Main Track

10:00
AM

7h

Capture-the-Flag (Day One)

skateboarding dog

10:30
AM

25min

What I Learnt From My North
Korean Penpal

Patrick Delaney

Off-Main Track

11:00
AM

25min

Developers, the weakest link in
the supply chain?

David Leadbeater

Off-Main Track

11:00
AM

25min

Is this binary Naughty or Nice?
How Google leverages ML and
Santa to detect persistence on
MacOS

Kristin Smith

Main Track

11:30
AM

55min

"Well well well, if it isn’t the
consequences of my own
actions" - the time I got in the
middle of 100,000 Linux
machines and their fwupd/
LVFS �rmware updates 

Justin Steven

Main Track

11:30
AM

55min

Breaking COMposure: Journey
to Hunting Windows COM
Vulnerabilities

ByungHyun Kang

Off-Main Track

12:30
PM

60min

Lunch

12:30
PM

60min

Lunch

1:00
PM

4h

Kubernetes Capture the Flag

Rob Kenefeck, Mario Weigel

1:30
PM

55min

Protecting the Forest, Starting
at the Roots: AD Hardening &
Defence using Modern
Techniques

James Spencer

Main Track

1:30
PM

55min

Kerberoasting in C#: An
OPSEC Perspective

Jayden Caelli

Off-Main Track

Thu
Sep 25

9:00 AM

9:30 AM

10:00 AM

10:30 AM

11:00 AM

11:30 AM

12:00 PM

12:30 PM

1:00 PM

1:30 PM

2:00 PM

2:30 PM

3:00 PM

3:30 PM

4:00 PM

4:30 PM

5:00 PM

5:30 PM

6:00 PM

6:30 PM

7:00 PM

Main Track ? Off-Main Track ? Exhibition Hall ? ExHall - front ? Murray-Fitzroy Room ? Derwent Room ? Locksport Village ? Hardware Village ?

Fri
Sep 26

9:00 AM

9:30 AM

10:00 AM

10:30 AM

11:00 AM

11:30 AM

12:00 PM

12:30 PM

1:00 PM

1:30 PM

2:00 PM

Main Track ? Off-Main Track ? Exhibition Hall ? Murray-Fitzroy Room ? Derwent Room ? Locksport Village ? Hardware Village ? Off-Site

THURSDAY, SEPTEMBER 25 FRIDAY, SEPTEMBER 26 SATURDAY, SEPTEMBER 27

FILTER AUSTRALIA/ACT
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https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/8CVVDX/
https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/EYEBX8/
https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/C88ADS/
https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/AFDQE3/
https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/8YJPCN/
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https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/JTAHUJ/
https://cfp.bsidescbr.com.au/bsides-canberra-2025/talk/HSDRSR/
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Main Track

11:00
AM

25min

let’s make malware but it might get
caught so the malware gets worse

"Alex"

Main Track

11:00
AM

25min

Behind the Curtain of Dark Web and
Cybercrime Operations

Alexander Wilczek

Off-Main Track

11:30
AM

55min

Sleepless Strings - Template Injection
in Insomnia

Marcio Almeida, Justin Steven

Main Track

11:30
AM

55min

My First Phish: The SAIGA Saga

Justin Soyke

Off-Main Track

12:30
PM

60min

Lunch

1:00
PM

2h30min

Unravelling LummaStealer - A
Malware Analysis workshop

Sharath Shamachar

Event Track

1:30
PM

25min

Abusing native cloud services for
Command and Control

Stephen Bradshaw

Main Track

1:30
PM

25min

The Hero's Skip and the Hacker's
Leap: Exploring Null References from
Hyrule to the Enterprise.

Luke Wurst

Off-Main Track

2:00
PM

25min

Panda Mirror: How the Chinese CCP
manipulates NPM to horde malware

Paul McCarty

Off-Main Track

2:00
PM

55min

Panning for Gold - A Hacker's Guide
to Next Generation Firewalls

Matthew Flanagan

Main Track

2:30
PM

25min

Navigating Planes in a Hostile Radio
World

David Robinson

Off-Main Track

3:00
PM

25min

MISSION ASSURANCE: Applications
Beyond the Military Context

Theresa Sobb

Off-Main Track

3:00
PM

25min

Floating on Cloud Crime:
Subscription-based credential
markets on Telegram

Liv Rowley

Main Track

3:30
PM

15min

Break

3:45
PM

5min

WTF is a TLA? Come and play a fast
round of Cyber Buzzword Bingo

Jeremy Keast

Main Track

3:50
PM

1h15min

Closing Ceremony

Kylie McDevitt, Silvio Cesare

Main Track

2:30 PM

3:00 PM

3:30 PM

4:00 PM

4:30 PM

5:00 PM

6:00 PM

6:30 PM

7:00 PM

7:30 PM

8:00 PM

8:30 PM

9:00 PM

9:30 PM

10:00 PM

10:30 PM

11:00 PM

Sat
Sep 27

9:00 AM

9:30 AM

10:00 AM

10:30 AM

11:00 AM

11:30 AM

12:00 PM

12:30 PM

1:00 PM

1:30 PM

2:00 PM

2:30 PM

3:00 PM

3:30 PM

4:00 PM

4:30 PM

5:00 PM

Main Track ? Off-Main Track ? Exhibition Hall ? Murray-Fitzroy Room ? Derwent Room ? Locksport Village ? Hardware Village ?
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